KOHCIIEKT
C AKTYAJIbHBIMU CITOCOBAMU COBEPIHIEHUA
KUBEPBBIMOTI'ATEJIbCTB

1.BUIbl KHBEPBBIMOTI'ATEJIbCTB

Bce npecrymnenus, npeaycmorpennbie cT. 208 YK, coBepiueHHbIE C
MCIOJIb30BaHNEM MH(GOPMAIMOHHO-KOMMYHUKAIIMOHHBIX TEXHOJIOTUN, MOKHO
pa3nenuTh Ha TPU OCHOBHBIX BUA:

1)  cBs3aHBl ¢ OJOKUPOBAHUEM, MOTUPUKAIUCH WM YHUYTOKCHHEM
KOMITbIOTepHON uHpopManuu. [Ipm 3ToM B monaaBisomeM OOJIBITUHCTBE
ClIly4yaeB OTMeYaeTcsi OJIOKMpOBaHHME MOOWJIBHBIX yCTpoucTB  Apple
MIOCPEJICTBOM BXOJ]a HAa HUX B MPEIOCTABJICHHYIO 3JI0YMBIIUICHHUKAMH TIO]T
OJlaroBUIHBIMHU TIpenjoramMu y4yeTHyro 3anuch iCloud, uro B mocnemyroiem
MO3BOJISIET YJIaJICHHO BKIIIOUUTH «PEXKHUM yTepu» (TEM caMmbIM 3a0JIOKMPOBATH
YCTPOMCTBO) JIUOO CTEPETH TAHHBIE.

Crnegyetr OTMETUTh, UTO paHee OOJbIIAsl YaCcTh MPEJIOroB 3aKIII0Yaach
B OHJIAH-3HAKOMCTBE MOTEPIEBIINX C MOIICHHUKOM, MPEICTaBIISIONIUMCS
JUIIOM HPOTUBOIOJIOKHOIO TI0JIa, Y KOTOPOro cioMajics TeiaedoH U emy
HE0OXOAMMO OKa3aTh MOMOIIb B 3arpy3ke Kakux-1u0o ¢aiioB U3 00Ja4HOTO
xpanmnuia iCloud.

B HacTosmuii MOMEHT BEKTOpP CMECTHUJICS Ha peKiIamMy OeCIIaTHBIX WUTp
Wi npunoxennit B coumanbHod cetn TikTok, mist ycTaHOBKM KOTOpBIX
HEOOXOUMO 3aiTH B TPEJOCTABICHHBI MOIICHHUKOM akkayHT Apple.
[ToTeprieBmIMMU B TaKUX CIIy4asiX BBICTYNAIOT TMOAPOCTKH, SBISIOLIUECS
aKTUBHBIMHU TIOJIb30BATENSIMA YKa3aHHOW COILMAIbHOW CeTH, - Hamboiee
ysI3BUMAas KaTeropus TpaXKaaH.

Taxxe ocTraercs akTyallbHbIM MPENJor O TPYIAOYCTPOWCTBE, JUISl YEro
3MIOYMBIIIJICHHUKH  TPEIOCTaBISIOT  COMCKATENI0 Il BXOAa  SKOOBI
KOPIOPATUBHBIN akkayHT Apple.

Kpome »s1Ooro, psa mnpecTymiieHWd JaHHOTO BHJA BBIMOTATEIIbCTB
CBsI3aHbI C mHUppoBaHuEeM (aliIOBON CUCTEMBI HA CEpBEpax MPEAIPHUSITHIH;

2) cCBs3aHBI C YIPO30H pacmpoOCTpaHCHHS JMYHOW WH(POPMAIUH
MOTEPIEBIINX JINOO UHBIX CBEJICHUH, KOTOPHIE MOCIICTHUE KEITATU COXPAHUTH
B TailiHe, MPEUMYIIECTBEHHO - (ororpaduii W BuAeo3amuceil WHTUMHOTO
XapakTepa, a TaKXKe HHbIE JMYHbIE CBEJCHUS, KOTOpble B OOJIBIIMHCTBE
CIIy4aeB MOTEPIIEBIINE CAMOCTOSTENIbHO MEPEChIIANN 3J0YMBIIIJICHHUKAM,
nojiarasi, 4Tto OOIIAIOTCS C TMOTEHIMAIBHBIM MAapPTHEPOM I 3HAKOMCTBA
IPOTHUBOIIOJIOKHOTIO T0J14;

3) cBsA3aHBI C Yrpo30i NMPUMEHCHHS HACWIMA. B JaHHBIX Cllydasx
yrpo3a MocTynajia Mociieé TOro, Kak MOTEpHEBIINE MbITATUCh JO3BOHUTHCS
(InbO BeNM MEPEenrcKy) Mo a0OHEHTCKMM HOMEpaM, yKa3aHHBIM B aHKETax
JEBYIIIEK, Pa3MEIICHHBIX HA MHTEPHET-PECypcax MO OKa3aHUIO CEKCYalbHBIX



YCHYT.

2.BBIMOTI'ATEJIBCTBA, COIIPAKEHHBIE C
BJIOKUPOBAHUEM MOBUWJIBHBIX YCTPOUCTB APPLE

[Ipexkxne Bcero cneayer OTMETUTb, YTO MEXaHU3M OJIOKMPOBAHMUS
MOOMIIBHBIX YCTpOUCTB Apple moTepneBmIMX peayn3yeTcsi He MyTeM B3JIoMa
oneparmonHoi cucremsl 10S (1IPadOS, macOS, watchOS - B 3aBUCHMOCTH OT
YCTPOMCTB), a IIOCPEACTBOM METOJOB COITMAJIbHOM HWHXXCHEPUH C
HCITOJIb30BAHUEM JIOBEPUYMBOCTH TPAXKIAH.

[Ipumeuanue: B JaJbHENIIEM JJIsl TTOHSATHOCTM B Kauye€CTBE YCTPOMCTBA
Oynem roBoputh 0O MoOOMILHOM Tenedone 1Phone. Ho nannas cxema
aKkTyalibHa i Jtoooro yctpoiictBa Apple: Mac Book, iPad u ap.

Taxk, 3710yMBIIIJIEHHUKAMU O] Pa3IUYHBIMK OJIATOBUIHBIM TIPEAJIOTaMU
BBIHY’KJIAIOT coOeceTHUKa BBINTH U3 cBoero akkayHTa Apple (iCloud) u Boiitu
Ha iPhone B MOIICHHMYECKHMU aKKayHT, [JIi YEro MPEJOCTaBJSIOT JIOTHUH
(ampec BJEKTPOHHOTO TMOYTOBOrO sIMKa) W mapoib. C 3TOro MomeHTa
MOOWIIBHBIN Telle()OH KEPTBHI «B pykKax» BeIMoraTens. OH U3MEHSET MapoJib
OT Y4YeTHOH 3amucH, 3HaHHE KOTOPOTo TpedyeTcs I BbIXOJa W3 Hee, MOCIe
4yero yAajJeHHo uepe3 oOnaunblii cepBuc 1Cloud akTuBUpyeT (QYyHKUHIO
«Haiitu iPhone», nepeBojsi TakuM 00pa3oM yCTPONCTBO B PEKUM MPOIAXKH, U
MOJTHOCTBIO OJIOKHPYET €ro.

Jlanee moTepmeBIIeMYy IPUXOAUT cooOIeHne (au00 BBIBOAUTCS Ha
3a0JIOKUPOBAHHOM d3KpaHe), 4YTo Tene@oH 3a0JOKUpOBaH, a Uil  €ro
pa30JOKUPOBKH  HEOOXOAMMO  3aIulaTUTh  JEHbIH. Takke 3a4acTyro
IPEIOCTaBIIsAeTCSl KOHTAaKT B Telegram mmiia, CroCOOHOTO pPENIUTh ATOT
BOIpoc (KaK MpaBWJIO, 3TO M €CTh 3JIOYMBINIJICHHUK, 3a0JJOKUPOBABIIHIMA
TenedoH). XapaKTepHO, YTO JakKe MPHU BBIMOJHEHUN TPeOOBaHUS BHIMOTATEIIS
pa30JOKMPOBKA YCTPOMCTBA B TIONABISIONIEM OOJIBIIMHCTBE CIIy4aeB HE
OCYIIECTBIISETCA.

CymiecTByeT HECKOJIBKO OCHOBHBIX MPEJIOTOB,  BBIHYKIAIOIINX
MOTEPNEBIINX BOWTH HA CBOMX YCTPOWCTBAX B MOIICHHUYECKHM AKKAyHT
Apple.

Ilpeonoc 1. Pexnama 6ecniamuulx ucp u NPUNONCEHUU 8 COYUATbHLIX
Cemsx U MecceHO*cepax.

3II0yMBINIJICHHUKH OCYIIECTBIIIOT Pa3MEIICHHE PeKIaMbl (Jalie BCero
Bugeoponuk B TikTok nmb6o B Telegram), B KOTOpoW yKa3bIBaeTCs
OecruratHbIf crtocob ckayath Ha iPhone To wim nHOE mpunoxenne (AyuGram,
Telegram Premium, mo3BoJgrone YuTaTh yaajJeHHbIC COOOIICHUS, 3a0MpaTh
«3BE3/IbI», CKPBIBaTh CTaTyCc «oHJaH u T.1.), urpy («PUBG Mobiley,
«Standoff 2» u n1p.) 60 Mo, MOJIYyYUTH Ha CBOM OallaHC UTPOBYIO BATIOTY.

JI71s1 yCTaHOBKU JAHHBIX MPEJIOKEHUN 3J0YMBIIUICHHUKN MpeJjiaratoT
KEpTBE BOWTH Ha TenedoHE B MPENOCTABICHHBIMH HMHM akkayHT Apple
(iCloud).

HOTepHCBHII/IMI/I B TaKUX CJydasaX BBICTYIIAIOT IIOAPOCTKH, SABJISIOIOIUCCS



AKTUBHBIMHM TIOJIB30BATEISIMUA COIMANIBHBIX CEeTeH, - HamOoJiee ys3BUMAs
KaTeropus TpaXkKaaH.

lIpeonoe 2. «Cnomanca menegony. Oxazanue nomowu ¢ gairamu u3
oonaunoeo xpanunuwa iCloud.

B nanHoM ciydae nepBoHauagbHass KOMMYHHUKAIMS 37TI0YMBIIIUICHHUKA U
KEPTBBI MPOUCXOAUT B MPHUIOKEHUAX JTUOO caiTax aisa 3HakoMcTB (Mamba,
Masked.love, Twinby, Mail.ru u ap.) nu6o Telegram-uyatax («JIeonapmo
JlaiiBUHYMK» W Jp.), TJ€ MOIIEHHUK BBICTYNIa€T B KayecTBE JIMIIA,
MIPOTHBOTIONOKHOTO TIOJIAa, JKEJIAIOMIEr0 TI03HAKOMHTHCS. 3aTeM «HOBBIM
3HAKOMBI» TEepPEeBOIUT OOIIEHWEe B MECCEHDKEp, TJ€ MO pPa3IuIHBIMU
npeasioraMu (HampuMmep, ciomaics TeaedoH M HEeOOXOJUMO OYEHb CPOYHO
CKayaTh Kakue-1m0o (paiiibl: KypCOBYIO WM BaXHBIE TOKYMEHTBI) BBIHYKIAET
MOTEPIICBIIETO 3aUTH B UYKYIO YUeTHYI0 3anuck Apple Ha cBoem iPhone. IIpu
TOM JUIsi OOJIbIIEro YOeTUTEIbHOCTH MPHUCHUIACT 3apaHee 3aroTOBJICHHBIC
doTorpaduu pazdutoro teiaedoHa, roJIOCOBBIE COOOIIECHUS U BUICO3AMKCH.

[TomyuuB cormacue, 3MOYMBINUICHHUK BBICBUIACT JIOTMH W IapoJib, a
MI0CJIe BXOJ1a MOTEPIICBIINM B YUYETHYIO 3allCh MEHSET IMapoJib W BKIIFOYACT
PEKUM TIPOITAXKH.

IIpeonoe 3. Tpyooycmpoticmeo.

3N0yMBIIIJIEHHUK ~ OCYIIECTBIISIET pa3MEIIEHUE peKjIaMbl B CETH
HNHTepHeT O MOMCK COTPYIHHKA HA BAKAHCHIO, KaK IMPABUJIO CBSI3aHHYIO C
TECTUPOBAaHUEM MOOWIBHBIX TPWIOKEHUH st ycrpoiictB Apple. Ilocne
YAQYHOTO «IPOXOKIEHHUS COOECEIOBAHUS KEPTBE MPENOCTABIACTCS JOTHH H
napojib IS BXOoAa B SIKOOBI KOPIOPATHBHBIM aKkayHT Apple, KoTOpbIid
JOJDKEH HCIIONBh30BaThCs IS pabOThI  JIMOO 3arpy3Kd HEOOXOIUMBIX
IIPUIIOKEHUM.

[Tocne Bxoma couckarenss Ha cBoeM 1Phone B mpegocTtaBieHHYIO
VYETHYIO 3amuch Apple OH OKa3bpIBaeTCS B JIOBYIIKE. 3aTE€M MPOUCXOMAST
COOBITHSI, aHATIOTUYHBIE ONMCAHHBIM BBIIIIE.

IIpeonoe 4. Ilepexoo no guwiureos0oti ccoiixe.

B HEKOTOpBIX CclydasX «HHTEPHET-3HAKOMBI» BMECTO YOEKICHUS
KEPTBBI BOWTH Ha CBOEM Ha TelepoHE B MOIICHHUYECKHA akKayHT Apple,
MOXKET COPOCHTHh CCBUIKY Il CKAa4WBaHMs TMPUJIOKCHHS, JUOO BXOaa B
obsaunoe xpanunuiie 1Cloud, riae OyaeT npeasioxKeHo BBECTH JIOTHH U Mapoib
OT ydeTHOH 3amucu Apple yxke co cTropoHsl moreprieBmiero. JlanHas cchuKa
Oynmer sBmAThCS (PUIIMHTOBOM (momaenbHOM). BBeas aBTOpH3allMOHHBIC
JaHHBIC CBOCH YUETHOU 3alHCH, OHU Cpa3y K€ CTaHYT U3BECTHHI BHIMOTATEIIO.
[Tocne cmeHsl maposs TOCIACAHWN HE TOJBKO 3a0JOKHUPYET YCTPOMCTBO
KEPTBBI, a TaK)Ke IMOJYYUT JOCTYI K €ro JIMYHBIM AaHHBIM ((ororpadum,
(aiiel, 3aMETKH, TEOITO3HIIMS, TT0YTa U JAp.), KOTOPhIe CHHXPOHU3UPOBAHEI B
00JTAYHOM XpaHUJIUIIIE.

BAKHO
PaOOTHHKKM  CEpBUCHBIX IIEHTPOB HE OKa3bIBAIOT YCIyI'H  TIO



BOCCTAHOBJICHUIO yCTpoiicTB Apple mmubo yuernsix 3ammcedr 1Cloud,
3a0JIOKMPOBAaHHBIX MOIICHHUKaMU. Pa30mokupoBath Takoe YCTpPOMCTBO
BO3MOXXHO TOJIBKO IyTeM OOpamieHusl B CIyKO0y TEXHUYECKOW MOAJIEPKKU
KOMITaHuM Apple, TpUiIoXUB JOKYMEHTHI, TIOATBEPKIAIONMINE 3aKOHHOCTh €T0
IPUOOpETCHUS.

JI71st 3TOTO TOTEpIEBIINM JOJKEH OOpaTUTHCS B CHYKOY MOJIEPIKKU
Apple nocpenctBom cepBuca Request Activation Lock Support [https://al-
support.apple.eom/#/al/agreement] u mupenocraButh: IMEI ycrtpoiicTBa;
JI0Ka3aTeIbCTBA MOKYNKUA yCcTpolcTBa (dek, kopoOka ¢ IMEI, rapanTtuiinbiii
TaJOH); J0Ka3aTelIbCTBA €r0 «IETAIbHOI0» HCIOIb30BaHUS MOTEPIIEBIINM
(yuetHass 3anuch Apple mnorepreBliero, NpPUBSI3aHHBIE OAHKOBCKHE
MJIaTe)KHBIE KAPTOYKH, Tele(OHHBIE HOMEpa U TOYTOBBIC  SIIUKH);
00CTOATENHCTBA MPOTUBOIIPABHOTO BXO/a (TTyTeM BBEJICHUS B 3a0J1yK/ICHUE) B
moteHHndeckuit Apple ID.

[Tpouecc BoccTaHOBJIEHHUS uepe3 ChHyKO0y MOANEPKKH 3aHUMAET OT
HECKOJIbKUX JTHEH JI0 HEJEeNH, MPU 3TOM YCTPOHCTBO MOXKET OBITh COpPOIIECHO
710 3aBOJICKMX HACTPOEK (BCE TaHHBIE YIAISTCS).

3anomuure! Hacrpoiiku iPhone He st urp!

. HUKOT/Ia ¥ HE MOJ KaKUM IPEAJIOTOM HE BXOJUTE Ha CBOEM MOOHMIbHOM
YCTPOMCTBE B UYKYIO YUETHYIO 3anuch Apple, 1axke eciu Bac 00 3TOM MPOCUT
JpyT ¥ TeM OoJiee - He3HAKOMBIN YEJIOBEK U3 UHTEPHETA;

. HUKOMY HE COOOIIaiiTe Ballly JIOTHH U Mapojb OT akkayHTa Apple;

. HE TIEPEXOJUTE MO0 HEU3BECTHBIM CCBIJIKAM, TMEpPeCIaHHbIM BaM
HE3HAKOMBIM UY€JIOBEKOM; HE BBOJIMTE HAa MOCTOPOHHHUX CaliTaX CBOM JIOTMH U
napodib oT akkayHta Apple iCloud.

CoBeT poauTensiM, YbM J€TH MCNOJL3YIOT MOOMJILHBIE YCTPOiiCcTBA
Apple.

Jlist Toro, 4ToOBI Baill peOEHOK HE CMOT OCYIIECTBUTH BBOJ JIOTHHA H
MapoJis TPENOCTABICHHBIX 3JIOYMBIIIJICHHUKOM, JOCTaTOYHO YCTAHOBHTH
POIUTENbCKUN KOHTpOJIb. OH HUKaK HE OTPAaHUYMBACT JACHCTBUA peOCHKA B
¢byHKIIMOHAIEe MOOWIBHOTO YCTPOWCTBA, a TOJBKO 3ampeliaeT BBHIUTH U3
y4eTHOM 3amucu Apple, a Tak:ke BOCIIOJIb30BaThCS IIATEKHBIMU CPEJICTBAMHU.

3.BLIMOT'ATEJIBCTBA, CBA3AHBIE C HNHW®POBAHUEM
®ANJTOBON CUCTEMBI HA CEPBEPAX IMPEANPUATUI
Momenandeckas cxema mudpoBanus (aiJioB Ha cepBepax MPEANPUSITHH,
M3BECTHAsi KaK araka C HCMOOJIb30BAHUEM MpOrpaMM- BbIMOraresnen
(i poBaTBITUKOB), SBISETCS OJHOW M3 HanOoJiee OMaCHBIX KHOEpyTpo3 s
Ou3Heca. 3MOYMBINUICHHUKM MPOHHUKAIOT B CE€Th, 4YTOOBI 3amudpoBaTh
KPUTHYECKU BaKHBIC TAaHHBIC U TOTPEOOBATh BBIKYT 3a UX BOCCTAHOBJICHUE.

KAK ITPOUCXO/JUT ATAKA?

CoBpeMeHHbIE aTaku MHU(PPOBATBIIMKOB — 3TO HE aBTOMATUYECKH
BHUPYC, @ XOPOIIO CIUIAHMPOBAaHHAsI Ollepauusi, yrnpasisgemas JroapMu. Ee
MO>HO pa3/IeIUTh Ha HECKOJBKO 3TaIlOB:



l.ITponukHOBeHHEe B ceTb. HawanbHbIA JOCTYI 3JIOYMBIIIJICHHUKH
MOJIyYaroT Pa3JIuyHbIMU CIIOCOOAMMU:

(UIIMHT: MacCOBbI€ WJIM LEJIEBbIE PACCBUIKM IUCEM COTPYIHUKAM.
Hampumep, mnOHMCBMO MOXET  MAacKHpOBaTbCA IMOJ  HAaKIaAHYH  OT
«1C:Ilpennpusitue» ¢ BIIOKEHHBIM apXHUBOM, BHYTPU KOTOPOIO HAXOJMUTCS
BpPEJIOHOCHBIHN (Dail;

aTaka Ha yJaJIeHHBIA JTOCTYM: B3JIOM CJIA003aIUIIEHHBIX TOYEK BXOJa,
takux kak RDP (mportokon ynanenHoro padouero crona), VPN unu cepBepsl ¢
YSA3BUMOCTSIMH .

ucroap3oBanne  jJerutuMHoro  [IO:  370yMBIIUIEHHUKHM ~ MOTYT
MPUMEHATH JIETaJIbHbIE TpPOrpamMMbl I MOHMTOpUHra (Hampumep, Mipko
Employee Monitor), 4TOoOBI OCTaBaThbCA HE3AMEYECHHBIMHM U H3y4aTh
aKTUBHOCTH COTPYJIHHUKOB, IEPEXBAThIBATh HAXKATHA KJIaBUIll U Oydep oOMeHa

2.3akperyieHne W pas3Benka. llomaB BHYTpPb, 3JOYMBIIIUICHHUKA HE
HaynHaIOT mudpoBanue cpazy. OHU W3Yy4alOT CeTh, WIIYT IICHHBIC JaHHBIC,
TIOBBINIAIOT CBOM MPUBUJIETHH, MTOTYYaAIOT JOCTYIT K KOHTPOJIJIEpaM JOMEHaA H,
YTO camMoO€ Ba)KHOE, HAaXOMAT W CTaparoTCs BBIBECTH M3 CTPOS pPE3EPBHBIC
KOIHMU. DTOT ATall MOXKET JTUTHCS HEACISIMHU.

3.IToaroroBka k ¢unHanpHOM atake. [lepen 3amyckom mmdpoBaIbIIIKa
MPECTYIMHUKN YacTO KpaayT KOH(GUIECHIHUAIbHBIE JaHHBIC. JTO ACNaeTcs AJs
JIBOMHOTO IIaHTaXXa: OHU YTPOKAIOT HE TOJHKO HaBcerja 3a0JIOKHMPOBATH
(aiiibl, HO ¥ OMyOJIMKOBATh YKPAJAECHHYIO HH(POPMAIIUIO B UHTEPHETE .

4.3amyck mmdpoBaHusi. B HazHaueHHBIH MOMEHT Ha BCEX KIIFOUYEBBIX
cepBepax M pabOuyMX CTAHIHUAX 3aIyCKaeTCs BpeAoHOCHas mporpamma. OHa
HaynHaeT maccoBo mmudpoBath AokymeHThl (Office, PDF, 06a3pl naHHBIX,
UCXOJHBIA KOA M T.JA.), 9aCTO TEPESUMEHOBBIBAS WX M OCTaBIISAsl B KaXJIOU
namnke
daiin ¢ TpeboBanmem Bbikyna. CoBpeMEHHBbIC MUPPOBATBIINKN TaKXKe
YHUUYTOXAIOT TEHEeBble Komuu TOMOB (VSS) u OTKIIOYAIOT CpencTBa
BOCCTAHOBJICHUSI CHUCTEMBI, YTOOBI y KEPTBHI HE OCTAJIOCh MPOCTHIX MyTEH
OTKarTa.

KAK SAIIUTUTHCS OT IU®POBAJIBIIIUKOB?

3ammuTa A0KHA OBITh MHOTOYPOBHEBOM W CTPOWTHCS Ha TMPHUHIIMIIC
«JIOBEpsIH, HO TIPOBEPSI», a TAKKE HA TOTOBHOCTH K TOMY, YTO aTaka MOXET
MIPOU30UTH B TFOO0H MOMEHT.

Texandeckrne MepsI 3alUTHl MHPPACTPYKTYPHI.

*Henpukacaemple pesepBHBIe Komuu (mpaBuio 3-2-1). DTo cambrid
TJIaBHBIA MYHKT. Y Bac JOJKHO OBITh KaK MUHUMYM TPHU KOTIWHU JaHHBIX, Ha
JIBYX Pa3HbIX HOCUTENSAX, U OJIHA KOMHS 0053aTeNIbHO JOJIKHA XPAHUTHCS BHE
OCHOBHOW HHGpacTpyKTyphl (odaiiH), 4TOOBI 3J0YMBIIIJIEHHUKA HE MOTJIH
10 Hee no00paThesi. B 00avyHBIX cpefiax CTOUT MCIMOJIb30BaTh HEM3MEHSIEMbIC
(immutable) pe3epBHBIE KOIIUM, KOTOPHIE HEJIb3 U3MEHUTDh WM YJIAJUTh TaXKe



MPU KOMIIPOMETAIIUU YYETHOM 3alTUCH aIMUHUCTPATOPA.

[[pyHIT MUHUMATBHBIX TPUBUJIETHH. Y COTPYIHUKOB JOJIKEH OBIThH
JIOCTYI POBHO K TE€M JaHHBIM, KOTOpPbIE€ HEOOXOIWMBI i pabOThl, U HE
OoJibllie. AJIMUHUCTPATUBHBIC YYETHBIE 3alHUCU JOJDKHBI HCMOJb30BAThCS
TOJIBKO JIJIs1 BHITTOJTHEHUS] KOHKPETHBIX 3a/1a4.

*MuorodakropHas ayrentuduxanus (MFA). OOs3aTenbHO BKIIOUUTE
MFA Be3ne, rjie 3TO BO3MOXHO: JJisg JocTyna kK moure, VPN, oGiayHbIM
CepBHUCaM U, KOHEYHO, K KOHCOJISIM aIMUHUCTPUPOBAHUSI CEPBEPOB.

*CermeHTanusa cetd. KpuTuuecku BaxkHble cepBepbl ((ailnoBsie,
PE3EpBHOTIO KONMUPOBaHUsI, 0a3bl JAHHBIX) JOJKHBI HAXOJUTHCSA B OT/IEJIbHBIX
BUpTyasibHbIX ceTsAX (VLAN) c )KeCTKMMH MpaBWIaMH JOCTyHa. JTO HE JacT
aTake ¢ 3apaXeHHOro KOMIIbIOTEpa Oyxrajirepa ObICTPO MEPEKUHYTHCS Ha BCE
XPaHWIUIIA.

*O6noBnenne IO wu  momutwkum  3amycka.  CBOEBPEMEHHO
yCTaHaBIMBaTe OOHOBJIEHUs1 Oe3omacHOCTU. Mcmonb3yiTe Oenble CIUCKH
npunoxenut  (AppLocker, WDAC), 4T0Obl  3ampeTuTh  3aIyck
HETOMUCAHHBIX WM HEPa3pelICHHBIX MPOrpaMM, BKJIIOYas HEU3BECTHHIE
MHU(PPOBANBIINKY .

YTO HE HAJO JAEJATH PABOTHUKAM IIPEJIINPUATHUIA?
ITPABHJIA IU®POBOM T'NTUEHBI.

Camast coBepIieHHasi 3allUTa MOXET PYXHYTh HM3-3a OJHOU OIIUOKH
coTpyaHuka. [fToaToMy nepcoHany KaTeropu4ecKy HENb3sl:

1.mepexoAuTh MO MOJA03PUTEIBHBIM CChUIKAM M OTKPBIBATH BJIOYKECHUS B
NMChbMaxX OT HE3HAKOMIIEB, JaXX€ €CJIM OHHU BBITJISAIAT KAaK JIOKYMEHTHI OT
KOHTPAareHTOB WJIK TOCOPTAHOB,;

2.ucnonb30oBaTh cinabsle maponu (tuna "password 123", "Qwerty" wim
"1C") 1 3anuchIBaTh UX HA CTUKEPAX, IPUKIEEHHBIX K MOHUTOPY;

3.moaKIII0YaTh K paboyrMM KOMITbIOTEpaM JInuHble win HailaeHHsie USB-
HAKOIHUTEIH, KOTOPhIE MOTYT OBITh 3apPa’KCHBI;

4 MTHOPUPOBATh  HEOOBIYHOEC  TIOBEJACHHUE  KOMITbIOTEpa  (pe3Koe
3aMeIeHue, HEBO3MOKHOCTh OTKPBITh (paiijibl, MOSBJICHUE CTPAaHHBIX (aiiioB
¢ TpeboBaHUEM BBIKyIa). B Takoil cuTyaluu Hy»KHO HEMEJIJIECHHO OTKIIFOYUTh
KOMIIBIOTEP OT ceTH U cooduTh B 1 T-oTem;

5.mepenaBaTh JIOTMHBI W TMapoOjd KoJiieraM 1o TejaedoHy WId B
MECCEHIKEpPaXx.

YTO JIEJATD, ECJIU ®ANJIBI YKE 3AIIU®POBAHBI?

Ecnu Gena Bce-Taku Ciydmiiach, rJIaBHOE MPABUIO — HE MAHUKOBATh U
HE TUIATUTh BBIKYI. l[lnaTex He rapaHTUpPyeT BO3BpaT JAaHHBIX W JIUIIb
(uHaHCUpYET NalbHEWIINe aTaKu MPECTYITHUKOB.

[1nan necTBUM JOJIKEH BBITIIAIETH CIAEAYIOIIMM 00Pa30OM.

l.M30mupoBaTth 3apakeHHbIE CUCTEMbl. HeMemJIeHHO OTKIIOYUTE
3apaKCHHbIE KOMIBIOTEPHI M CEPBEPHl OT ceTU ((PU3MYECKU BBIJICPHUTE



CETEeBOU Kabeihb). ITO MOXKET OCTAHOBUTH PACIpOCTpaHeHUE MUGPOBAHUS HA
IpYyTUe yCTPOMCTBA.

2.Coo0uute 0 mpoOneme. HemenneHHO yBEeJOMHUTE PYKOBOJACTBO H
oTaen UHPOpPMAMOHHOW Oe3omacHOCTU. Eciaum B KOMIAHUM €CTh PerjlaMeHT
10 pearupoBaHUIO HAa MHIIUJICHTHI, CIICIYHUTE EMY.

3.0nenutp ymep0 W HadaTh BOCCTaHOBJIeHHE. Bwmecte co
CHEIMaIUCTaMU OIpPEENINTe, KaKue CHUCTEeMbl 3aTpOHYThl. Eciu y Bac ecTb
YHUCThIC, HE 3aTPOHYTHIC aTaKOM pe3epBHbBIEC KOMUH, MOKHO HAUUHATH MPOLIECC
BOCCTaHOBJIEHUS. 1 3TOro norpedyercst HoJHOCThIO nepeycranoBUuTh OC Ha
3apa)KEHHBIX MAIlIMHAX U TOJIBKO MOCIIE 3TOT0 BOCCTAHABIMBAThH JIaHHBIE.

4.00patuTbcsl B MWIKLHIO. DTO HE MPOCTO PEKOMEHJAIMs, a BaKHBIN
mar Juis opuuuanbHoi ukcanuu npecryreHus. [IpeacraBurens KoMIaHuu
(PyKOBOJIWTENb WM OTBETCTBEHHBIH 3a WMH(OPMALMOHHYIO O€30MacHOCTB)
JIOJDKeH  Hamucarh  3asBieHue. HeoOXxoaumo  mpeaocTaBuTh — JHOOBIE
MaTepuaybl, KOTOpPbIE MOTYT IIOMOYb pPACCIEIOBAHUIO: TIEPENUCKY C
BbIMOTarensiMu (eciiu oHa Obuta), [P-ampeca, oOpasipl 3ammpoBaHHBIX
daiioB  (WIs  mocheayromer —nepenade  dkcnepram) W QalioB  C
TpeOOBAHUSIMU.

CJEAYET HIOMHMUTD: araku mudpoBajgblIIMKOB - 3TO BOIPOC HE
«ecmuy, a «koraa». Ilostomy kimou K MHPOPMALMOHHOW 0€30MacHOCTH
NPEANPUITHS - HAJIC)KHbIE U30JUPOBaHHBIE OdKambl, 00yUYE€HHbIE COTPYIHUKH
1 OTpabOTaHHBIN TJIaH ACHCTBUI Ha CyJal MHIIUICHTA.

4 BBIMOT'ATEJIBCTBA, PACIHHPOCTPAHEHUSA
MHOTEPIHEBHINX JIUBO CBA3AHHBIE C YI'PO30M
JAYHOMMH®OPMALIMM HMHBIX CBEJIEHUH, KOTOPBIE
MOCJIEJHUE KEJAJIU COXPAHUTH B TAVHE

[Ipy nmaHHOM BHIIE BHIMOTATENIHCTB B TMOJABJISIONIEM OOJIBIIMHCTBE
ciy4daeB OOBEKTOM TMPECTYIUICHUs ABISIIOTCA (GoTorpadun U BHUACO3AMUCH
WHTHMHOTO XapakTepa IOTEpHeBIIero, Mepenucka Ha CEeKCYallbHYI0 TeMy
7100 WHASI KOMITPOMETHPYIOIas UHPOpMaIIHs.

[lepBoHavyasibHasi KOMMYHHUKAIUS — 3JIOYMBINUICHHUKA H  YKEPTBBI
IPOUCXOAWT B TPWIOKEHUSAX OO0 caitax misg 3HakoMcTB (Mamba,
Masked.love, Twinby, Mail.ru u ap.) nu6o Telegram-uarax («JIeoHapmo
JlaiiBUHYMK» W Jp.), TJA€ MOIICHHUK BBICTyIaeT B KadecTBE JIMIIA,
MPOTHBOTIONOXKHOTO TIOJIa, JKEJIAIOIIETO IMO3HAKOMUTHCA. 3aTeM OOIICHHE
JTOBOJILHO OBICTPO IMPHOOpPETACT CeKCyanbHbIN MOATEKCT. «HOBBIM 3HAKOMBIH)
npemyiaraeT OOMEHSAThCS WHTUMHBIMU (oTrorpadusmu. [lpu sTom s
OOJIBIIIETO YOSAUTEIHPHOCTH TPHCHIJIACT 3apaHee 3arOTOBJICHHBIC SIKOOBI CBOM
¢doTorpaduu 1160 BUI€0 B OOHA)KEHHOM BHUJIE.

B cinydae, eciu jkepTBa «IOBeJlach) Ha JaHHOE TMPEJIOKEHUE MU
copocuia cBoM WHTHUMHBIE ¢GoTorpaduud WIM BHUAEO, 3JIOYMBIIUIEHHUK HX
coxpansier. [Ipu 3TOM OTmpaBiieHHE CaMOYHHUYTOXKAIOITUXCS COOOIIEHUN HE
MOMOXKET, TaK KaK OJKpaH BCerjga MOXHO cdororpagupoBaTh APyTUM



ycTpoiicTBOM. OJTHOBPEMEHHO C 3TUM BbIMOTaTeNlb COOMpaeT nH(opmaIuoo o
XKepTBe B ceTh VIHTEpHET: HaxXOOUT CTPaHUIbl B COLMAIBHBIX CETSX,
AHAIM3UPYET [aHHbIE U3 OTKPBITBIX WCTOYHUKOB, y3HAeT KpYr JApy3ed U
POJICTBEHHUKOB, MECTO palOOThl. 3aTeM 3JO0YMBIIUIEHHUK COOOUIAET, YTO
pacIpoCTpaHUT MMEIOIIMECS] Y HEr0 MHTHUMHBIE (OTOrpaguu MOTEPIIEBIIETO
Cpenu ero apy3eil U 3HAKOMBIX JIMOO BBUIOKUT B OTKPBITBINA TOCTYTI, €CIIA EMY
HE 3aruiaTaTh 3a UX HEPACIPOCTPAHEHUE.

Ecnim ke B X0J€ HWHTEPHET-NIEPENUCKH BBIMOTATEN HE YIaJOCh
MOJIyYUTh HHTUMHBIE U300pPaKEHHSI KEPTBbI, OH MOXET H3rOTOBUTh HX C
MOMOIBI  Pa3au4HbIX  (POTOPENaKTOpOB,  HUCHONb3ys  (oTorpaduu
co0ecelHUKa M3 €ro COUUANbHBIX ceTed. Takke 3JI0YMBIIUIEHHUK MOKET
yIpoXkaTh OrJACKOW COCTOSIBIIEHCA TMEPENHCKM Ha CEKCyallbHbIE TEMBI,
JOTOJHUTEIBHO COOOIIMB, 4YTO SIBJISIETCS HECOBEPLICHHOJETHUM, TAaKUM
o0pa3oM HaMmeKass O BO3MOKHOCTH IPHUBJICUEHHUS KEPTBbI 3a «COBpPALLECHUE
MaJOJIETHET 0.

B HekoTOpbIX  Ciyyasx  «UHTEPHET-3HAKOMBI»  MOXKET  COPOCHUTH
(PUMIIMHTOBYIO CCBUIKY, Hampumep, mjid npocMorpa (oTto B 00Ia4HOM
XpaHWIdIle JUOO €ro BHUAECO Ha Pa3IMYHBIX CTPUMUHIOBBIX CEpPBHUCAX.
[lepeiizst o cChUIKE U BBESI CBOU JIaHHBIC (KaK MPaBUIIO, A0OHEHTCKUN HOMEP
U TOJYYEHHBIA KOA-TIOATBEPKACHUE) 3JIOYMBIIUIEHHUK IOJY4YaeT TOCTYN K
MECCEH/UKEPY JKEPTBBI M €ro COLMaJbHbIM ceTsAM. B TakoM ciydae
BBIMOTaTeNb MOJy4YaeT JOCTyIl KO BCEM KOHTakTaM HW IMEpenucKaM
MOTEPIEBIIETO, a MPU HAIMYUU B HUX MHTUMHBIX (OTO WJIM BUJEO (HampUMep,
npy OOUIEHUU C JAPYTMMH JEBYLIKaMu) JHOO HHON KOMIPOMETHPYIOIIEH
uH(pOpMalMK, UCIOJIb3YEeT €€ IO BBIIICONMCAHHOMY NpUHIMNY. B nanHom
Cllyyae CHUTyalMsl YCyryOJsieTcsi TeM, 4YTO 3JIOYMBIIUJIEHHUK BHUJIHUT BCE
peanbHble KOHTAKTBHI KEPTBBI, a TAKXKE MOXET HCIOJIb30BaTh €€ JIMYHBIE
YYETHBIE 3aIIUCH ISl COBEPIICHUS MHBIX MOIICHHUYECKUX JAEUCTBUI (ITIPOCHUTH
OJIOJKUTH JACHBIU, TIEPEBECTH CPEICTBA HA OJIArOTBOPUTENBbHBIN cOOp U T.1.).

3anomuute! Hactpoiiku iPhone ne nist urp!

*HUKOTJ]a HE OTMHpAaBISUTE CBOM MHTUMHbIE QoTorpaduu U BUIECO
HE3HAKOMIIAM U3 UHTEPHETA;

*HEe OCTaBlisiiTe B ceTu MHTepHET 0 cebe JUuHylo MH(OpMalUIO U HE
JEJIUTECHh C HEW C HE3HAKOMIIAMU;

*CKpoiiTe JaHHble O ce0e B HacTpoWKax KOH(PUACHIHAIbHOCTH B
COLIMAJIBHBIX CETSAX U MECCEHKEPax;

*HE INEPEXOAUTE 110 HEU3BECTHBIM CCBUIKAM, IIE€PECIAHHBIM BaM
HE3HAKOMBIM YEJIOBEKOM; HE BBOJMTE HA MOCTOPOHHUX CAWTAX CBOU JINYHBIC
JaHHBIE U KOJIbI U3 COOOIIECHHU.

TAKXKXE CIIEAYET ITIOMHHWTDb, 4TO0 U3roTOBIE€HHE U
pacnpocTpaHeHHE  TMOPHOrpapUYECKUX  MaTepUalioB  WIM  IPEAMETOB
MOPHOTPAPUYECKOTO XapakTepa BlIeUeT 3a coOOM MpHUBIIEYEHUE K YTOJIOBHOM
OTBETCTBEHHOCTHU 1O CT. 343 YronoBHoro kojiekca PecnyOnuku benapych c
MIPUMEHEHUEM HAKa3aHUs BIUIOTH 10 ABYX JIET JIMILIEHUS CBOOO/IBI.



S5.BBIMOTI'ATEJIBCTBA, CBA3AHHBIE C YI'PO30M1
NPUMEHEHUSA HACUJIUS, MOCJE NOCEMEHUA CAUTOB 110
OKA3AHUIO CEKCYAJIBHBIX YCJIYTI

3I0yMBIIUIEHHUKN HAa Pa3IMYHBIX CAaWTaX MO OKAa3aHUIO CEKCyalbHBIX
yCIYT pa3MENIaloT AaHKEThl JEBYIIEK, B KOTOPBIX 3a4acTyl0 B KaueCTBE
KOHTAaKTHOTO YKa3bIBalOT aOOHEHTCKUUA HOMEp OeIopyCcCKOro oreparopa
MOOMIIBHOU CBSI3U.

[ToTepneBune, HaXOAACh B OMCKaxX MOJOOHBIX YCIYT, O€3pe3yabTaTHO
NBITAIOTCA J03BOHUTBHCSA MO YKa3aHHOMY B aHKETe a0OHEHTCKOMY HOMEpPY
(TpyOKy HUKTO HE CHUMAET).

B mocnenyromeM, Kak IpaBWUiIO Ha CIEAYIOIIUNA J€Hb, MNOTEPIEBIINM
NOCTyNaeT TeNeQOHHBI 3BOHOK, B XO0J€ KOTOPOrO JMIIO C BBIPAKEHHBIM
KaBKa3CKHUM aKIEHTOM B TO0JIOCE COOOIaeT, 4YTO MO MPUYUHE 3BOHKA
IPOU3OIILIO0 «OJIOKMPOBAHUE KACChl» (MO0 WHBIE MPUYMHBI), BBUIY YEro
«JIEBYLIKH HE MOTYT padboTaTh». B X0/1€ 3BOHKA 3JI0YMBIILIEHHUK MPEIaraet
PELINTh BOIPOC «THUXO-MUPHOY», MOMOJHUB OanaHC «KaccChl», TEM CaMbIM €€
pa30iokupoBaTh. B nanpHeiiieM npoucXoauT AaBI€HUE B CTOPOHY KEPTBBI U
CKJIIOHEHHE K TIepeBOJy Bce OOJbIIMX CYMM JICHEXKHBIX CPEACTB O]
Pa3IMYHBIMU TPEIJIOTaMU, B TOM YHCJIE BBICKA3bIBAIOTCS YIPO3bl JKU3HHU U
3I0POBBIO TTOTEPIIEBIIIETO MO0 €r0 OJTM3KHUX POJICTBEHHUKOB.

B nmocnenyromem oO0mieHHEe TEPEBOAUTCA B MECCEHIKep, Kyla
cOpachIBaOTCSl PEKBU3UTHI, HA KOTOPbIe HEOOXOJUMO MEPEUUCIUTD JEHEKHbIE
cpeAcTB (Kak mpaBujio, p2p nepeBojbl). Tyma ke moTepneBire cOpachiBalOT
AJIIEKTPOHHBIC YEKH KaK MOJATBEPKACHUE O NMEPEBOE ICHEKHBIX CPEJICTB.

B HeKOTOpBIX Cilyyasix Ha 3BOHKHM WJIM COOOIIEHHS MOTEPIEBIIUX MPU
NOCEIIEHUH UHTEPHET-CAUTOB OTBEYAET SIKOOBI JIEBYILKA U JIOTOBAPUBAETCS O
BCTpeYe, M 4Yero TpeOyrTCs MpeaoIuiaTel B KayecTBE rapaHTuu. B
NEUCTBUTEILHOCTA HUKAKOM JEBYIIKH' HE CYILIECTBYET, a 3JI0YMBILIIJICHHUKN
MPOCTO HMMHUTHUPYIOT KEHCKMM Trosioc. [locne coBepuieHus JgaHHOU
MOIIIEHHUYECKON CXEMbl TaKK€ CIEIYIOT 3BOHKHM IO BBIIICONUCAHHOMY
MPUHIINITY.

CJIEAYET IIOMHMUMTDB! Peknama yciayr ceKCyalbHOTO XapakTepa B
Pecniyonuke benapyce 3anpemena. OTka3 oT MoA0OHOTO JOCyra HE TOJIBKO
yOepexeT Ballie 3I0pOBbE, HO U JCHBIH.



