npasun
MHPOPMALLMOHHON
6e3onacHocTH

rnaBHoOe yrnpasneHue
Mo NPOTUBOLEUCTBUIO
KubepnpecTynHocTH

KM MB/[1 Benapycu

KAY HE CTATb Mcriolvi

MPECTYITHUKA

HAOEXHbIE MAPOJIN

01

HEOBXOOWUMO:

+ CosgaBate NepcoHaneHsle (YHUKaneHble)
Naponu K pasHbiM CeEpBUCaM

+ WUcnonb3oBate cnoxHelie naponu: MmuHumym 10
CMMBONOB, OAHOBPEMEHHO UNPLI, CTROYHLIE
W NPONWCHBIE CUMBO/bI, 3HAKM MYHKTYaUUn 1
ApYrve CUMBONbI

+ [JoBepATEL TONLKO NPOBEPEHHBIM
MeHempkKepam naponei

BE3OMACHbIA WI-FI

HE PEKOMEHOYETCH:

Wcrnone3oBaTe NOBTOPEHWA CUMBONOB
XpaHuTb Naponn Ha ByMaxHbIX HOCUTENAX

Mcnonb3oBaTte B KA4YeCTBE Napons CBOW NOrUH
(Wma Nonb3oBaTens, y4eTHasa 3anuch, HUKHeRM)

CoxpaHAaTk Naponk aBToMaTn4eckn
B Opay3sepe

Mcnonb3oBath Guorpapuyeckyio
WHthopMauuo B napone

02

+ Otkne4nTs OBLUKMIA pocTyn K ceoein Wi-Fi
TOoYKe, Aaxe ecif y Bac BHe3NMMUTHBLIA
MHTepHeT

4+ Ncnonb3oBaTth HaaeXHbIA (CM. BhILLE) Napons
pns gocryna k Bawen Wi-Fi touke

+ [deaktnenpoBaTe aBTOMarMyeckoe
NOAKMKYEHNE CBOMX YCTPORCTE K OTKPbITHIM
Wi-Fi Toukam

MPOBEPEHHbIE BPAY3EPbI M CAUTDI

+ Ncnonb30oBaTth cneyvansHoe nporpaMmmHoe
obecnedyeHne (aHTMBUPYC, pacluMpeHne ans
Opay3epa), 41006l M30exars NocelweHns
COMHWTENBHBLIX CAWTOR

BsoauTb CBOW NOrMH M Naponb QocTyna K
YYETHOW 3anucu (CTpaHuue) unu cucteme
OaHKOBCKOro 06CNyXUBaHWA Npu
NoAKNoYeHWA K GecnnaTtHbIM (OTKPBIThIM)
Toukam Wi-Fi B kadhe, TpaHCcnopTe, TOproBbiX
UeHTpax u T.4.

03

X MepexomuTb Mo HENPOBEPEHHbIM CChINKam

¥ BeoguTte MHOPMALMIO HA CAWTax, ecnn

coeflMHeHne He 3awniieHo (HeT https | )



npasun
nHdopMaLUOHHOM
6e3onacHoCcTU

BE3OMACHOCTb 2JIEKTPOHHOW NOYTbI

HEOBXOOWUMO:

MNogknioynTe ABYXMHEKTOPHYO
ayTeHTUdIMKaumio

McnonezoBare MuHumyM 2 tuna e-mail
aapecoB: 3aKpPbITbli (TONBKO ANA NPUBASKK
YCTPOWCTE M CPEACTB UX 3alUnThl) U
OTKPbITbIW (ONA Nepennckn, NognucoK 1 T.4.)

HMcnonesoeate CINAM-thuneTpbl

X

rnaBHoOe yrnpasneHue
Mo NPOTUBOLEUCTBUIO
KubepnpecTynHocTH
KM MB[1 Benapycu

HE PEKOMEHOYETCH:

PEEFHDOBE‘ITI: Ha NucemMa OT HEW3BECTHOIO
OoTNpaBnvTENA. CKOopee BCero 210 Cnam uau
MOLWEHHWKK

OTKpbIBaTE NOAOIPUTENBHOE BNOXEHNE
K I'II."ECbMYI cHa4ana rno3sBoHUTE OTNPaBnTEND
W y3HaWTe, 4TO 3TO 3a (hain

NCNOJIb3OBAHUE NMPUNOXEHWUIW, COLLICETEN M MECCEHO)XEPOB K@

YeTaHaenuBaTth NPUNOXKEHUA TONBKO
13 PlayMarket, AppStore unu ns
NPOBEPEHHBIX MCTOYHUKOB

O6pawaTth BHAMaHWE, K KaKuM (hyHKLUNAM
rafkera NpUAoXKeHWe 3anpallnBaeT 4ocTyn

O6meHMBaTLECA COOOLWEHUAMN B COLCETAX U
MecceHaXepax, ToNbKO NONHOCTLIO
YAOCTOBEPUBLLUNCE B TIMYHOCTK
cobecegHuKa, He pearupysa Ha
COMHUTENbHBLIE NPOCLOLI U NpeAnoXeHus

3ALLMUTA OAHHbIX BAHKOBCKOW KAPTOYKMU

+ XpaHuTb B TalHe NWH-KOA KapTobl

+ TpukpbiBaTe NAQOHBIO KNABMATYPY NpK

BBOfe NUH-KOOa

OdhopMuTh OTAENELHYIO KapTy ANa
OHNalH-NOKYNOK WM HE AepXaTh Ha Heil
fonelive CyMMmbl

Wcnone3oBate yonyry «3-D Secures»
N AMMKUTEl H8 MBKCHMManbeHbIS C}"MMbI
OHNanH-onepauni

Ckpbite CVV-koa Ha kapTe (Tpex3HauHbin
HOMep Ha ofpaTHOW CToOpOHe),
npefeapuTensHO COXpaHue ero

x

X

X

PasmMewaTe NEPCOHANbHY U KOHTAKTHYIO
MHthopmauwnio o cefe B OTKPLITOM AQCTyNe

McnonszoBath YKd3daHWMe reonokauymn
Ha hoTO B NocTax

OTteeuyaTtbh Ha oOMAHLIE BbipaXkeHWs
1 E!FDECCMIO B COUCETHX — ﬂ‘y"-lLLlE' Hanmwure
06 3TOM agMUHUCTpaTopy pecypca

¥notpebnate HEHOPMAaTUBHYIO NEeKCUKY
npu odLWeHnn

YcraHaBnMBaTe NPUNOXKEHUA C HU3KKM
PENTUHIOM KM OTPUUATENBHBIMW OT3bIBAMKU

06

XpaHuTh NUH-KOO BMECTE C KapToykon /
Ha KapTo4yke

Coobwars CVV-koa nnm oTnpaBnAaTh
ero oto

PacnpocTpaHaTe CBOW NAcnopTHbie AaHHbIe
(MHhopMaUWIo NMYHOIO XapakTepa, HoMep
MoGuneHOro TenedoHa), NorvH U naponb
aoctyna kK cucteme «MHTepHeT-6aHKUHI»

Coobuwars gaHHble, nony4YyeHHsie B Buae
SMS-coobLweHnin, ceaHcoBbIe Naponu, Kog
asTopu3auuu, napone 3-D Secure u 1.4.
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__r AAN ACTh! OTMEYAIOT
DUILWHIOBbLIX ATAK HA
3LIE ALLLKWKW FOCOPT A mA

IV PABOTE CSJIEKTRPOHHEON HIOYT0U

HE HAL10:

OTKPbLIBATDH BJIOMXEHUA
NOYTOBLIX COOBLLEHUM OT
HEU3BECTHbIX
OTNPABUTEJIEN

NEPEXOAUTH N0 CCBUTKAM.
NMONYYEHHbLIM OT
HEU3BECTHbIX

XPAHUTb U NEPENIABATH B
OTKPbITOM BULLE BAMXHBIE
NAHHBIE (BAAPXUBUPYHATE
UX U YCTAHOBUTE MNAPOJIb)

NMPU PETMUMCTPALLAU ALLLUKA
YKA3bIBATb
BEUOIrPAOUYECKUE
JIAHHbBIE. UCTNONBb30BATH
MPOCTLIE NAPOJIU U
NOBTOPAKOLLKUECAH
CUMBOJIbI

NOOKNIOYUTD
2-MAKTOPHYIO
AYTEHTUDUKALIUIO

PEIYJIAPHO MEHATDb
NMAPOJIb 3J1.1MOYTHI

UCIMNOJIb30BATb
HECKOJILKO MNOYTOBbIX
AUWLUKOB 114 PA3HbIX
PECYPCOB (NEPENMUCKA.,
PETUCTPALIUA, NNEJIOBASA
NOYTA)

UCI0JIb30BATb
YHUKAJTIbHBIE MAPOJIA OAJIA
PA3HbIX
UHTEPHET-PECYPCOB

BBOAUTH UHDOPMALIUIO
TONbKO HA 3ALLULLEHHBIX
CAUTAX (HTTPS)

BHUMAHUE!
ENUHCTBEHHbIA HANEMHbIA CNOCO6 3ALLUTDI
- 3T0 BAWIA BAUTEJIbHOCTb!

MABHOE YINPABJIEHUE N0 NPOTUBOAEACTBUIO KMEEPNPECTYINHOCTU KM MBI1 BETIAPYCHU



